[bookmark: _Hlk205926698]Media and Information Literacy Video Series - Lesson Plan (4)

Topic: Refusing Cyberbullying 

Target: Upper Primary to Junior Secondary 

Learning objectives: After this lesson, students are able to

1. understand cyberbullying 
2. know the harmful effects of cyberbullying 
3. respond to cyberbullying effectively with appropriate ways and empathy 

Time: 35 minutes 
[bookmark: _Hlk207802216]
Resources: 
· Video (4): Refusing Cyberbullying, Worksheet, Worksheet (Teacher version)
· Teaching Procedures
· Student Notes
· Teacher Reference Materials
_________________________________________________________________________
[bookmark: OLE_LINK2]
Teaching Procedures
I. Pre-class Preparation 

1. Watch “MIL Video (4): Refusing Cyberbullying” 
2. Complete the pre-class exercise “Cyberbullying Quiz” (See Student Notes)

II. Classroom Teaching 

1. Review the pre-class exercise and recap key concepts (5 minutes)
(See Teacher Reference Material 1)

2. [bookmark: _Hlk206775175]Case study and group discussion (25 minutes)  
The teacher asks students to form groups, discuss the following cases and share their discussion outcome.   
Case 1 highlights the harmful effects of cyberbullying on the victim.
	Case 1: Tony’s Story
Tony is a 13-year-old student artist with few friends. Over three weeks, he encountered some difficult moments after a minor conflict with his popular classmates, Ethan and Noah, in a group project.

Firstly, the tension began with a disagreement over the project. Later, the challenges moved online—Ethan and Noah posted negative comments about Tony on Instagram Stories and excluded him from group chats. Soon, they mocked his appearance online, leaked private mocking chats to Discord, and spread false rumours about Tony cheating on tests and betraying his friends through Snapchat and text messages.

Tony suffered a lot. He was scared but he still kept his experience a secret. 

Discussion questions:
a. Would you consider what Tony experienced to be cyberbullying? Why? 
b. Why do you think Tony kept his experience a secret?
c. How might Tony’s experience affect his mental health and self-esteem?
d. If you were Tony’s classmate and saw what happened to Tony, what would you do?
e. How can schools and students work together to prevent cyberbullying?




Case 2 enables students to understand the consequences caused by seemingly “funny” deepfakes, the importance of digital ethics and critical thinking about online content.  
Before the discussion on Case 2, the teacher may give a short illustration of what generative AI is, especially deepfake. (See Teacher Reference Material 2) 
	Case 2: Laughter Turned Lesson: Digital Harm Inflicted by a Deepfake Prank
[bookmark: _Hlk207723498]A 12-year-old student used a free AI face-swap app to create a deepfake video, replacing his classmate Emma’s face on a train passenger in a video shouting loudly in a dispute. The video was initially shared as a “joke” in a private chat of a small group of friends, but went viral across social media platforms, where many netizens believed it was real. Some even left rude comments to criticise “Emma’s behaviour”. Emma felt humiliated and suffered psychologically and socially.

Discussion questions:
a. Who made the deepfake video of Emma, and what tool was used? 
b. How did the deepfake video initially shared as a “joke” turn into a viral video online? 
c. Apart from Emma, who else could suffer from the circulation of the deepfake video?
d. Who should share the responsibility for this incident? Rank them with reasons. 



 
The teacher summarises students’ sharing and highlights the key learning points of each case. 
The teacher then asks students to write one action they can take to combat cyberbullying. 

III. [bookmark: _Hlk207704318]Summary and Learning Consolidation (5 minutes)

1. Cyberbullying can have severe harmful effects on victims, including emotional distress, depression, and even suicidal thoughts. It erodes one’s self-esteem, disrupts mental health, and can leave long-lasting trauma. Addressing it requires raising awareness and cultivating the sense of responsibility and empathy.
[bookmark: _Hlk207704389]
2. [bookmark: OLE_LINK12]Homework: Complete the video (4) worksheet.



Student Notes

Pre-Class Exercise: “Cyberbullying Quiz”
a. [bookmark: _Hlk207702192]True or False Questions: Put a ✓ next to a correct statement and a X next to an incorrect statement.
	(i)
	□
	Sharing fake or edited pictures (like deepfakes) to embarrass, bully, or trick people is a kind of cyberbullying.

	(ii)
	□
	Online criticism without naming the target cannot constitute cyberbullying.

	(iii)
	□
	Posting offensive remarks or launching personal attacks on someone’s social media page is a form of cyberbullying.

	(iv)
	□
	Rallying online crowds to publicly shame individuals is a common cyberbullying tactic.

	(v)
	□
	Revealing someone's private details online with harmful intent is cyberbullying.


           
b. [bookmark: _Hlk207701989]Short Questions
(i) [bookmark: _Hlk207702028][bookmark: _Hlk207702046]Why could sharing unverified “school secrets” online cause cyberbullying, even if names are not fully revealed? 
(ii) What should you do if you witness cyberbullying as a bystander?

 


Teacher Reference Materials

1. Pre-Class Exercise: “Cyberbullying Quiz” (Suggested Answers)
a. True or False Questions  
	(i)
	(ii)
	(iii)
	(iv)
	(v)

	✓
	 X
	✓
	✓
	✓



b. Short Questions
(i) Even if names are not directly stated, vague descriptions (e.g., the tallest boy in Class 1A) can still expose identities, leading to doxxing or rumours. This can harm one’s reputation, cause emotional distress and fuel cyberbullying.

(ii) As a bystander, we should support the victim emotionally, avoid spreading harmful content, report the incident to platform administrators and seek assistance from trusted adults, e.g., family members, teachers, and social workers. 

[bookmark: _Hlk207800270](Other reasonable answers are acceptable.)

2. Case Study and Group Discussion 
Case 1 (Suggested answers) 
a. Yes. Tony suffered from hurtful posts, exclusion and false rumours. 
b. Tony likely kept his experience a secret because of feeling embarrassed and scared.  
c. It might harm Tony’s mental health, e.g., feeling sad, frustrated, lonely, helpless and inferior, and thus weakening his self-esteem.
d. Provide emotional support to Tony / Accompany Tony to seek assistance from teachers or social workers
e. Schools: organise talks and activities about cyberbullying prevention / provide guidance and disciplinary support about cyberbullying / cultivate empathy among students
Students: report cyberbullying incidents to the school / support peers in need / behave on the Internet
(Other reasonable answers are acceptable)

Case 2 (Suggested answers) 
a. Emma’s classmate made the deepfake video with a free AI face-swap app. 
b. Members of the private group chat might have shared it beyond the small group.  
c. Emma would feel humiliated, sad, and socially isolated. Emma’s family members and the train passenger could also suffer. 
d. Responsible individuals/parties: (any ranking with reasonable explanation)
· The video maker: be considerate in creative works / not to make hurtful content 
· The group chat member(s): not to spread hurtful content further
· Emma: seek assistance from school and parents 
· Peers: stop spreading hurtful or unverified content / provide emotional support 
· The school: intervene promptly to stop the hurtful content from spreading further / provide guidance to the affected / investigate into the incident / cultivate empathy and MIL in school 

(Other reasonable answers are acceptable)

3. What is Generative AI?
Generative AI is artificial intelligence that creates new content -- like text, images, audio, code, or video — instead of just analysing data. It learns patterns from vast datasets using deep learning models, then generates human-like outputs in response to prompts. 
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